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NepeyeHb TEPMUHOB U COKpaLLEeHU#

TepmunH/CokpalueHune Onpeaenenne/PaclumdpoBka

nC NHdopMaLmoHHas cuctema
J1IBC JlokanbHasa BblUMCUTENBbHASA CETb
OC OnepauunoHHas Cucrtema
no MNporpammHoe obecneveHne
CAACC Cuctema aBTOMaTMYECKOro aHaan3a COCTOSIHUA CeTU
CYbL CucteMa ynpaneHust 62301 AaHHbIX
Y3 Y4yéTHas 3anucb
AD Active Directory
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AHHOTaLUMSA

CAACC npefHasHauyeHa Ans o6Hapy)XeHUst U aHanu3a MoBeAEHUs B KOPMOpPaTUBHOM
CEeTU YCTPOICTB, MOAK/IIOYEHHBIX Ha OCHOBEe npoTokona IP, onpedeneHns vx CBOMCTB U
3aMyLLEHHBIX HA 3TUX YCTPOWCTBAX CETEBbIX MPUMIOXEHWUI, U BEIEHWUS XYypHana U3MEHEHWI B

CeTn.

PykoBOoACTBO NpeaHa3sHayeHo A1 AAMUHUCTPATOPOB CUCTEMBI.
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1 TMonyyeHue y4ETHOM 3anNMUCU U perucrTpaums B cucteme

1.1 MonyuyeHue y4y€THOM 3anNnucu AGMUHUCTPATOPa NOC/1e YCTAHOBKU
CUCTEMbI

MepBas y4é€THast 3anucb AAMUMHUCTPATOpPa CO3AAaeTCs MpU YCTAHOBKE CUCTEMBI.

MHbopMauus 06 ycTaHOBKE CUCTEMbI COAEPXKUTCA B MIHCTPYKLMM NO YCTAHOBKE.

1.2 lMony4yeHune y4€THOM 3aNUCKU NONb30OBaTens

Ona poctyna [Monb3oBatens k CAACC AMUHUCTpaTOp cCnepBa CO34aéT eMmy
NepCOoHaNbHYIO YYETHYIO 3anucb 1 coobaeT nobbiM AOCTYNHLIM CNOCOO0M NOrUH. Mpu 3TOM
cUCTeMa aBTOMATMYECKWM BbICBIIAET Ha YKasaHHylO Npu perncrtpauun noyty lonb3oBaTtens
CCbINIKY, NpoOMAst MO KOTOPOM OH Ao/mkeH 3aaaTh nmaponb (Puc. 1). O cosgaHum YYETHbIX

3anucen noapobHo onucaHo B nyHkTe 3.1.

3afaTb HOBbIM Naposib

Hosbin naponb

* Baw naponb He JoSXeH coBnajaTh C BallM UMeHeM UK APYroi NepcoHanbHoM
UHbopMaLMein Unu 6biTb CIMLLKOM NMOXOXWMM Ha Heé.

¢ Baw naponb He JosXeH 6bITb U3 YMC/Ia BALlLMX PaHee UCNob30BaHHbIX Naposei.

< Bawl naponb JoNMXeH cofepxaTb Kak MUHUMYM 8 CUMBOJIOB.

¢ Bal naponb He MOXET 6bITb OAHUM U3 LUIMPOKO PacrnpoCcTPaHEHHbIX Naposen.

« Ball naponb He MOXEeT COCTOATb TONbKO U3 LUdp.

¢ Ball naponb JONXeH cofepxXaTb X0Tsi 6bl OAMH CUMBOJT HUXKHEro permcrpa.

* Baw naponb JonxeH cogepxaTb XOTsi 6bl OAWH CUMBOS B BEPXHEM PerucTpe.

« Ball naponb JOMXeH coaepxXaTb X0Ts 6bl 0AWMH LndPOBOK CUMBOT.

¢ Baw naponb JoNXeH cogepxXaTb X0Tsi Obl OAWMH He 6yKBeHHO-LUdPOBOI CUMBOI.

HO,EITBGD)K,D,EHVIE HOBOro naponsa

W3MEHWUTb NAPOSb

Pucyrok 1. CozgarHme rnaposis
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1.3 TpeboBaHus K Naponro

CornacHo TpeboBaHUSIM CUCTEMBI, MAPOsb:

— He [Ao/iXeH WMMEeTb CXoAaCcTBO C JIOTMHOM WKW NEPCOHaNbHbIMKA  AAHHbIMU

nonb3oBaTens;
— He [0/MKEH NOBTOPSITb PaHEe UCMO/b30BAHHBIN;
— He Jo/MKeH 6bITb OAHUM U3 LUMPOKO PacrnpoCTPaHEHHBIX Naposnen;
— He [O/KEH COCTOSTb TOMbKO U3 UMdp;
— [O/HKEH CoAepXaTb He MeEHee 8 CMMBOJIOB;

— [JO/MKEH coaepXaTb OAHOBPEMEHHO XOTS Obl OAWMH OYKBEHHbIM CMMBOJ

NATUHCKOro andasnTa HMKHEro perncTpa;
— [OMKEH coaepxaTb XOTs 6bl 0ANH LMPOBO CMMBON;
— [OJMKEH coaepXaTb XOTs 6bl 0AMH He 6yKBEHHO-LMMPOBOM CUMBOI.
Maponb aencTeuTeneH B TedeHne 30 AHe C MOMeHTa co3aaHust. 10 OKOHYaHUK cpoka

€ro AencTBns HeobxoamMMo co3aTh HOBbIN.

1.4 Bxopa B cucremy

[ns Bxoga B MaHenb YynpasneHus Heobxoaumo BBecTM B 6pay3epe web-agpec

C
[
s cucteMmbl https://<pomMeHHoe nMa>/ n HaxaTb «BXxoA B cuctemy» (Puc. 2).
=
c
g
o
Cucrema aBToMaTU4yecKoro aHanusa cocrosiius cetu (CAACC) Q
o 370 cepBuUC Mo 06HapYXeHUI0, UAEHTUUKALIUKM YCTPONCTB MOAKITIOYEHHDBIX K CETU.
=
o
I
=
=
1]
@
8
= PucyHok 2. Bxogq B cucremy
%
2
= B OTKpbIBLUENCA CTpPpaHULE aBTOPU3aLMKN BBECTU «MMa nonb3oBaTens» (J'IOI'VIH) n
«Maponb», HaxaTtb «Bontn» (Puc. 3).
C
5
g
=
c
g
o
c
g
o
C
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Bxopn B cucremy

3ABbININ NMAPOIbL?

PucyHok 3. CrpaHula aBsTopuaLmm

O KHomnke «3abbln Naponb» Noapo6bHO onuncaHo B nyHkTe 1.5.

1.5 Mpoueaypa nameHeHus (BOCCTaHOBJIEHUSA) Napons

AN BOCCTQHOBNEHWUS WM W3MEHEHMS MApONs HEOBXOAMMO HaxaTb «3abbinu
naposib?» Ha cTpaHuue aBTopu3auuu (PucyHok 3), B OTKpbiBLIEics (opMe BBECTU aapec

E 3NEKTPOHHON MOYTbI, UCNONb30BaHHON Npu peructpaummn B CAACC, 1 HaxaTb «OTnpaBuTb»
= (PucyHok 4). Mocne 3Toro Ha NoYTy NPUAET NUCbMO CO CCbITKON ANst 3aAaHNst HOBOrO Maponsi.
5
-
o
=
: BoccTtaHoBneHue naponsi
s
1]
a
&
>
g
[e]]
=
o
<
OTMPABUTb
C
5
g
=
c PucyHok 4. @opma BOCCTaHOB/IEHNS 118POJIS
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1.6 Cpok aeiACTBUS YYETHOM 3anNUCH

Jliobasi HeakTMBHas y4éTHas 3anucb, B TOM yncie YUéTHas 3anncb AQMMHUCTpaTopa

cucTeMbl, 6nokupyeTca yepes 60 AHeN nocne nocnegHero BXoAa Monb30BaTens B CUCTEMY.

N5 BOCCTAHOBIEHUS YYETHOW 3amnnCK HYXKHO 0B6paTUTbCS K AeNCTBYIOLWEMY AOMUHUCTPATOPY

CUCTEMDI.

1.7 BnokMpoBKa YYETHOM 3anucu

B cnyyae HeBepHOro BBoAa napons 6onee Tpéx pa3 Yy4yéTHas 3anuch 6yaer

3abnokumpoBaHa. [1ns pa3bnokmpoBkn HeobxoanMo 0b6paTUTLCS K ADMUHUCTPATOPY CUCTEMBI.

JIn

N3M.

NQ nokyMm.

Moan.

[Hata
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2 O6uwee onucaHue nHtepoenca

2.1 HavanbHasi cTpaHMua

Mocne ycnewHon aBTOpM3auMM B CUCTEME OTKPbIBAETCA HauyaNbHash CTpaHuua,
KOTOPOW HaxoasTCs 4 OCHOBHbIX pa3aena: «AKTuBbI», «CKkaHMpoBaHMe», «OTYETbI», «AyanT»
(Puc. 5).

KHonka «Ha3ag» c neBoM CTOpOHbI BO3BpaLU@eT MOMb30BaTeNs Ha NpeablayLuyto
CTpaHuuy.

C npaBoii CTOPOHbI PAcronoXeH nouck no 6ase aaHHbIx K. Mounck ocyuwectensercs
Mo BCEM TUMNAM AaHHbIX (aKTUBaM, MHTepdencam u T.4.).

[nsa BbIXO4a U3 CUCTEMbI HY>XXHO Ha)XaTb Ha 3HA4YOK NIOrMHa B BEPXHEM MpaBoOM yrny,
nocsne 4Yero HaxkaTb «Bbixog».

isa @

AKTHBEB CHAHNPOBAHWE

= =

OTyeTR AYOWT

PucyHok 5. [n1aBHasi cTpaHuya

: C neBoOii CTOPOHbI pacriofioxeHo MeHlo B , B KOTOpOM pasMellieH  MOSHBIN
1]

= (PYHKUMOHANbHbIA CMMCOK CUCTEMbI: «Cnncok AKTMBOB», «CnpaBOYHUKN», «CKaHMPOBaHME»,
=

8 «OTyeTbI», «Cnctema», «XXypHanbl» (Puc. 6).
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OsliQ

MockBa

[maBHas

Cnuncok AKTMBOB

CnpaBo4HUKA
CkanupoBaHue

OT1yeThl

Cuctema

KypHanbi

PucyHok 6. Merro

2.2 Pa6ora c Tabamuamm

MHdopmaumsa B Cucteme otobpaxkaeTcs B Buae Tabnuu. [aHHble B ntobon Tabnuue

MOXHO (UNbTPOBATb MPU HaMuMM 3HaYKa «OUNbTPbI». HaxmuTe «OUABLTPbLI», YKaXUTe
3HauyeHue noneun ans punbtpauum (Puc. 7). Ytobbl coxpanuTb rpynny dunbTPoB, B pasaene
«pynnbl punbTpoB» HaxMuTe @, BBeAUTE Ha3BaHKe, HaxXMUTe «CoXpaHUTb». COXpaHEHHbIE
Nosib30BaTeNbCKMe rpynnbl GUnbTPOB AOCTYMNHbI B nosne «Monb3oBatenbckme punbTpbl». ns
W3MeHeHUs Fpynnbl, BbiGepuTe rpynmny GunbTPOB, UBMEHUTE HACTPOMNKY, HaxxMmuTe # , YTOBbI
06HOBUTL TEKYLLYO rpynny uibTpos.

L e X
Mpynna counsTpoB (4] A'
= ‘ Nonb3oBaTenbCKU PUNLTP v ’

= | HasgaHue

Q Twun v

PucyHok 7. @usibTpbl
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YT06bl 0TOBPa3NTb UK CKPbITb CTONBLbI Tabnuupl, HaXkMUTe «HacTpoinka Tabnuubl».
3Ha4yoK 03HayaeT, 4To cTonbeLl; ckpbIT, 3HauYok @Y , yto cTonbeL, oTo6paXKeH.

JNiobyto Tabnuuy B cMCTEME MOXHO 3KCMOPTUPOBATL B hopMaTe CSV UM json, ecrn Ha
cTpaHuLe npucyTcTByeT 3Hauok B. Mpoueaypa akcnopTa onuncaHa B nyHkTe 2.3.

Ytobbl ypanuTb 3anucb B Tabnuue, BblbepuTe CTPOKy. ECnM B HOBOM OKHe

npucytcTeyet 3Hauok B, cTpoKy MOXXHO yaanuTh.

YTt0bbl M3MeHuUTb 3anncb B Tabnuue, BblbepuTe CTpokKy. ECiM B HOBOM OKHe
npUcyTCTBYeT 3HauoK (&, CTPOKY MOXKHO U3MEHUTB.

YT106bl M3MEHWUTb KONMMYECTBO CTPOK, OTObpaXkaeMblX Ha CTpaHuue, BblbepuTte wx
KOIMYECTBO B SIEBOM HWDKHEM YIIy.

2.3 DKCNopT AAaHHbIX

[Ansa akcnopTa AaHHbIX HEO0H6X0AMMO HaXkaTb Ha 3HA4YOK £ 1 BbIGpaTb B BbiNaaatoeM
crmcke HeobxoanMbln popMaT AaHHbIX (Puc. 8).

e

-BO MocnegHee obHapy» h ey
json

PucyHok 8. Bblbop ¢popmata AaHHbIX

MNocne BbibOpa ¢dopmaTa Ha HECKONbKO CeKyHa oTobpasuTtcs MHMOpPMaUNOHHOE
coobLueHune o 3anycke 3agaum (Puc. 9).

<"%  Sxcnopt TabnMubl Cetesuie wiTepdeiictl BuinontaeTcs

Bl moseTe npogonxuTe paboTy, Koraa safgaqya BLINONHWTER, oHa ByneT
LOCTYNHA B BEPXHEM MEHID

Pucyrok 9. MIH@OpMaLMOHHOE COOBLYEHM O 3arTyKe 3adaqn

B npouecce popMnpoBaHus haina 3KCnopTa Ha 3KpaHe oTobpa)kaeTcs nHgopMaums
0 3anyuieHHon 3aaade (Puc. 10).

d Q, Nowcx & Gase...

PucyHok 10. OTobpaxkeHne o 3aryLyeHHoH 3a4a4e

Jinct
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Mpy HaXKaTUM Ha 3agadvy OTKPbIBAeTCs AeTanbHas MHdOpMaums, rae BUAEH nporpecc
33a4m U UMeeTCs BO3MOXHOCTb OTMeHb! (Puc. 11).

d Q, MNowck & Gase...

CobeiTuA

BmenopT TatnMLe

O —— S ———

PucyHok 11. ferasibHas nH@pomayms o 3a4a4e

Mocne ycnewHoro ¢opMmMpoBaHusa darna akcnopTa 0TobpasmTcs MHMDOPMALIMOHHOE
coobuieHune (Puc. 12).

@ Sucnopt Tabnuuel Ceteswie muTepdeicsl 3asepleHo
PucyHok 12. VIHopMaumoHHoe COOOLYEHNE O 3aBEPLLIEHUM 3a4a4u

®aiin roTtoB ANs BbIFPY3KM M MOXET OblTb CKayaH, AN 4ero HeobxoavMmo
nocrefoBaTeNlbHO HaXkaTb Ha 3HAYOK 3a4aun 1 Bbirpysku (Puc. 13).

d Q, Mowcx & Gase...

CobbiTusa
s JRCNOPT TabnMuyk 3
VLS Cerespie nHTepdencs L]

L T = b e s e e wes e v rena

PucyHok 13. Bbirpy3ska gannia

®ain BbIFPY3KM MMEHYeTCs Tekyllen aaton (Puc. 14).
|

x| 19.07.2021.csv ”,

PucyHok 14. @aiin Beirpy3ku

Jinct
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2.4 Cnucok AKTUBOB

AKTVMBOM B CUCTEME CUMUTAETCS Nt0Boe CeTeBOE YCTPOMCTBO Mnn 06bekT AD.

Pa3nen AKTMBOB COAEPXUT NMoApa3aensbl:

— akTmBbl AD, cobpaHHble 13 AOMEHHOW CTPYKTYpbI;

— aKTMBbl, OBHAPY>XEHHbIE NPU CKAHUPOBAHUN CETU;

— aKTWBbI, NOJTyYEHHbIE B pe3ynbTaTe onpoca Windows MalluH.

B Tabnuue 1 nepeuncneHbl BUAbl akTMBOB NO pa3desnam.

Tabnuua 1. Cnncok AKTMBOB

AxTusbl AD

[lomeHbI Tabnuua 06LEKTOB eauHML, BEpPXHEW MWepapXuv [AOMEHHOM
CTpYKTYpbl Active Directory ckaHMpyemMoro npocTpaHcTea

pynnbl Tabnuua rpynn Active Directory obbeauHsiowas pasnuyHble
06beKTbI

KoMnbtoTepsl Tabnuua o6bekToB TUNA paboyas CTaHuMs WK cepsep,
BXoAsLuMe B JOMeH

MNonb3oBaTenu Tabnvua nNonb30BaTENbCKUX M TEXHUYECKMX YUETHbIX 3anmcein

Active Directory

AKTUBbI ceTeBble

AKTUBbI ceTeBble

Tabnuua ceTeBblX O6LEKTOB, MOJIYYEHHbIX B pe3ynbTaTe

g CKaHMPOBaHMS pasIMyHbIMK METOAAMM.
g
g CeTeBble MHTEPGhENCHI Tabnuua ceTeBblX WHTEPdENCOB, OOHAPYXXEHHbIX  MpU
[=] v v
8 CKaHnpoBaHuKn. CeTeBon MHTepdENC NMPUHAANEXUT CETEBOMY
aKTuBy

o Cnmncok OC Tabnuua HalaeHHbIX ONepaLMOHHbIX CUCTEM
é ASd
3 CeTeBble cepBUCHI Tabnuua HanaeHHbIX CETEBLIX CEPBUCOB M MOPTOB
s
a Tvnbl aKTMBOB Tabnuua BHyTPEHHEN TUNN3aLUMN HAaNAEHHbIX CETEBbIX aKTUBOB
S Axtusbl Windows
o AkTumebl Windows Tabnuua o6beKTOB, HAWAEHHbIX B NPOLIECCE CKAHMPOBAHUS MO
d npotokony WMI
b

Cnncok OC ArpervpoBaHHas Tabnuua onepaLnoHHbIX CUCTEM HaWAEHHbIX
o nyTeM CKaHMpoBaHuWA no npotokony WMI
1]
S Cnucok obHoBNEHWI Tabnuua obHoBneHu Windows, nony4yeHHass B pe3ynbTaTe
5 CKaHMpoBaHusa no npotokony WMI
=

Cnucok MO ArpernpoBaHHass Tabnuua nporpaMMHOro obecneyeHus,
= YCTaHOB/IEHHOIO Ha YCTPOWCTBaX, MOMy4YeHHas B pe3ynbTaTe
3
C
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CKaHMpoBaHusa no npotokony WMI

2.5 CnpaBOYHMKM

[aHHbI pa3aen coaepXXuT Heobxoammyto MHopMaLuuio anst paboTbl cuctembl. Pasaen

COOEPXKUT:

AnpecHoble Cnuncok agpecHbIX MPOCTPaHCTB, CO34aBaeMbIX AN BEPXHEYPOBHEBOIO

NPOCTpaHCTBa 06beanHeHus ceTeit. Mo yMonYaHuIo CUCTEMA COAEPXMUT OAHO CETEBOE
agpecHoe npocTpaHcTBO «OCHOBHOe». B crydae, ecnu opraHusaumm
MCNONb3YIOT COBCTBEHHbIE HEe3aBUCUMblE MPOCTPAHCTBA, WM B
opraHus3aumm ecTb nepecekaeMass agpecauusi, TO CO34al0TCH
pasnyHble  agpecHble  MpOCTpaHCTBa. B KaxaoM  agpecHOM
NPOCTpaHCTBE pa3MeLatoTcs ceon Cepeepbl-areHThbl

Cetn Tabnuua ceTen NpeanpusaTUA C NPUBA3KOW K aIpECHOMY NMPOCTPaHCTBY
N opraHu3aumm

Anpec Anpeca pacrnonoXeHus noapasAeneHun opraHusaumii, OAHO3HA4YHO
onpeaensowme Gusnyeckoe pacrnosioxXeHme

Moapa3aeneHne | CNUCOK TeEppUTOPUAnbHbIX NOAPA3AENEHNA OpraHn3aLmm

2.6 CkaHupoBaHue

CkaHupoBaHue — npouecc obHapyXXeHusl akTMBOB B ceTu. B 3aBucnMocTn oT Tuna
BbIGPaHHOr0 CKaHWpPOBAHUSA 3a4aeTcs CMUCOK HeobXoauMbIX ANs 3anosiHeHust aTpubyToB.
OnwuncaHue npouecca co3aaHns 3a4ay CKaHUPOBAHWS COAEPXUTCA B NyHKTe 3.3.

Pazgen «CkaHMpOBaHUE» COAEPXKMT:

3apauu Tabnuua cnvcka 3agad CKaHMPOBaHUS.
MapameTpbl | AreHTbl Tabnuua yCTaHOBNEHHbIX areHTOB B CUCTEME C YKa3aHUeM
aJpecHOro npocTpaHCTBa, B KOTOPOM areHT Mpou3sBoauT
CKaHupoBaHue
Lenwn Tabnuua 06beKTOB ANst CKaHMpoBaHusl. BknioyaeT B cebs
CKAHWPOBaHUS CETU, XOCTbl U NMPU HEOBXOANMOCTM UX UCKITIOYEHUS
Y4YéTHble Tabnuua TexHNYecKMX YUETHbIX 3anvcen Ans rnony4veHust
[aHHble NpvBUAErMpoBaHHOrO  A0CTYyNa nMpu  CKaHWPOBaHUK

06beKTOB B ceTU. Ecnn ckaHMpoBaHme npon3BoanTbcs 6e3
YUYETHbIX  AaHHbIX,  CUCTEMA  MOMAYYMT  TONbKO
obLenoCTynHble AaHHble 06 06bekTe CKaHMPOBaHMUS
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2.7 OTuertnbl

Pasgen comepxut 2 noapasgena, CucTeMHble OTYETHI M XKypHanbl MOYTOBbIX
CepBEPOB.

CucteMHble OTYETbl — MpeAyCTaHOBMEHHbIE B CUCTEME OT4YETHI, MNO3BOMSIHOLME
NONYYMTb CTAaTUCTUYECKME AaHHbIE NO pacnpeaeneHnto aktneos (Puc. 15).

= HA3AL CucteMHble OTYEThI

SUNBTPbI HACTPOWKA TABNLbI

HasBaHue oTyeTa l'= Onucaxue
CraTncTMKa akTMBOB No TUNa KonmuuecTso akTBoB onpegeneHHoro Tuna

Cratuctuka akTMBOB MO COCTOSHUSAM Konunyectso akTnesoB COOTBETCTBYHOLLMX onpeaeneHHOMY COCTOAHUIO

PucyHok 15. CucremHble oT4eTsl

XKypHarnbl MOYTOBbIX CEPBEPOB — Tabnmua arperupoBaHHbIX AaHHbIX, MOMYYEHHbIX U3
XXYpHanoB nouyToBbiX cepBepoB Exchange pans panbHelwero cosgaHuyM OTYETOB 06
MCMOSIb30BaHUM NMOYTOBOM CUCTEMBI.

2.8 Cucrema

Pasgen «CucteMa» COCTOMT M3 noapasgena «[Monb3oBaTenn» WM COAEPXMUT Bce
CyLLECTBYOLLME YYETHBIE 3amnmMcK nonb3oBaTtenei u CepBepoB-areHToB cucteMsbl.(Puc. 16).

Monb3oBaTeny MoNyvyaloT MOMHOMOYMS Ansi paboTbl B CUCTEME Ha OCHOBAHUU
MHAMBMAYANbHbIX WM rPpynnoBbiM npae aoctyna. Co3gaHune YYETHbIX 3anuceil, HACTPOWKy
NpaB [AOCTYyMa W HaCTPOWKYy rpynn AOCTyrna MOXET MPOU3BOAUTL TOSIbKO AAMMHWUCTpATOP
CUCTEMBI.

HaIAL Mo acnaTers

Fiorn - Juremenal = Ol ArewT Y RE—— et Do B S Fayrees P

v A TR

PucyHok 16. CTpaHuLla rosib30BaTtesin

2.9 )XKypHanbl

Pazgen «XXypHanbl» — cucTemMa coaepXXuT obLLmMI XXypHan Bcex COObITUI U HECKOBbKO
cneumanu3npoBaHHbIX XXYpPHaoB:

— Bce cobbiTusi. O6LWmMI XypHan BCEX COBbITUN;

— XypHan Bxoaa B cucteMmy. [laHHble 0 BX0o4e B cMCTeMy nosb3osatensmu (Puc.
17);
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— O6bekTbl. JaHHble 06 n3MEHeHNN 06 BLEKTOB;

— HTTP-3anpocbl. XXypHanuposaHue HTTP 3anpocoB nonb3oBaTenen k Cepsepy
ynpaBneHusi no web-uHtepdeincy.

CobbiTns XXYPHaa NnoKa3biBalOT aKTUBHOCTb MoNb30BaTENEN B CUCTEME.

= HAzAL AynuT coBRITHA

Data

2-ro wianA F021, 11:24
2o wana 2021, 1124
2-ro wanA 2021, 11:24

Nonwaosatent CobbiTne

cfHoaneHHe ofbexTs

ofHoanenne ofvexta

Pucyrok 17. )XKypHas Bxona B cuctemy
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3 TexHonorus pabotbl

3.1

Co3paHue yYETHbIX 3anucen nosb3oBaTenemn

lNonb3oBaTenb CUCTEMbI — OpraHM3aLMOHHas eaAnHULA CUCTEMbI, KOTOPas CNYXUT ans

BbINO/IHEHUA 3a]a4 B paMKax I'IOJ'IHOMO‘-IVIVI, BblAaHHbIX AAMWUHUCTPATOPOM CUCTEMBI.

Ans co3paHus YUYETHOM 3anncyu Nonb3oBaTeNield HaXMWUTE B BEPXHEM MPaBOM Yriy

KHONKy  «[obaButb». B  nNOsiIBUBLUIEMCS  OKHE  HeobxoauMMO  3amMoNHUTL  Mons
cornacHo Tabnuue 2.
Tabnuua 2. [lobaBneHne nonb3oBaTens
HasBaHue nons OnucaHue nons Ob6s3aTenbHoe
none ([a/HeT)
JloruH JlorvH nonb3oBaTens [a
TenedoH TenedoH nonb3oBaTtens Het
Gamunus damunusa nonb3oBaTesns HeTt
Nmsa NmMa nonb3oBaTtens HeTt
OT1yecTBO OT4yecTBO NONb30BaTENS Het
MouTa AKTyanbHbIM aapec 3NeKTPOHHOM nouThl | [a
nonb3oBaTens
AKTVBHbIN CraTyc YUYETHOM 3anucu. Ecnm | Oa
nepekstoyaTenb Cepblid, TO YYETHas 3anncCb
He aKTUBHa W perucTpaums B cucteme byaer
HEBO3MOXHA
AreHT NMonb3oBaTenb-areHT. YctaHaBnuBaetcs | Aa
TONbKO ANs YYETHbIX 3anucen CepBepoB-
areHToB
Cny>e6Hbin [pn BKAOYEHHOM CcOCTOAHMM lNonb3oBaTenb | Het
MOXET BXOAUTb B @AMUHUCTPATUBHYIO YacCTb
canTa
3abnoknpoBaH 3abnoknpoBaHHas y4E€THas 3anmcb Het
pynnbl MNpyHaaNeXHOCTb K rpynne | a
Monb3oBaTenen/AaMMHNUCTPATOPOB/AreHTOB
N CO3[aHHbIX rPYnn COrfliacHO NyHKTy 4.1
HeynayHble nonbiTkK | Monb3oBatens 6yaet 3abnokmMpoBaH nocne | Het
BXo4a AOCTUXKEHNS KONM4yecTBa Heyaa4HbIX

NnonbITOK BXOAa

Mocne co3aaHusi YUYETHOM 3anMMCK CCbIIKa Ha CMeHy Mapons
yKa3aHHbIi aapec 3N1EeKTPOHHON NOYTbI aBTOMATUYECKM.

byaeTt BbiCnaHa Ha
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3.2 3anonHeHue CrpaBOYHUKOB.

[na akcnnyataumMmM CuCTeMbl HeobxoaAMMO 3anofHUTL CMpaBO4YHUKHN, OTpaxakowwme

CETEBYIO apXUTEKTYpY npeanpusitust. OuepeaHOCTb 3aBEAEHNS:

— Tabnuua Agpeca - aapeca pacrofioXXeHUs MNOAPa3AeNeHuin opraHM3auuy,
OAHO3HAYHO onpeaenstowme hU3MYECKOe PacroNOXEHNE;

— Tabnuua MMoapaspeneHuss — CAUCOK TeppuUTOpuanbHbIX MOApas3AeneHuit
opraHv3aumu;

— Tabnuua AgpecHoe nMpoCTPaHCTBO - MO YMOAYAHWUIO CUCTEMA COAEPXUT OAHO
ceTeBoe aapecHoe npocTpaHcTBo «OCHOBHOe». B cnyyae, ecnun opraHv3aunm
NCNoNb3YT COBCTBEHHbIE HE3aBUCUMblE MPOCTPAHCTBA WM B OpraHu3auumm
eCTb nepecekaeMasi agpecaumsi, TO CO3[4alOTCH pas3nnyHble aapecHble
npocTpaHcTBa. B KkaxaoM agpecHOM MpOCTPaHCTBE pa3MeLlaloTcs CBOM
CepBepbl-areHTsbl;

— Tabnuua CeTn - COOAEPXMT CMMUCOK CETEN NpPeanpusiTUA C MNPUBSA3KON K
a[ipeCHOMY MPOCTPAHCTBY U OpraHM3aLmm.

Ans  pobaeneHnss wuHdopMaumn B pasgen «CrnpaBOYHMKWM»  HAXMUTE  KHOMKY

«[JobaBuTb». B Tabnuue 3 onucaHbl Nons CrpaBO4YHMNKOB B O4YEPEAHOCTU KX 3aMNOJIHEHUS.

Tabnuua 3. OnuncaHne nonen pasaena CnpaBoOYHUKM

JIn

CnpaBoOYHMUK HanMmeHoBaHue OnucaHue nons O6s3aTesnibHOE
nonsa (pa\Her)
Anpec Anpec Aapec opraHusaumm JiE]
CrpaHa CrpaHa  pacrnonoxeHus [a
£ opraHv3aumm
s MNoapa3spenexve HassaHue HassaHue [la
5’ noapasaeneHus
= Appec Bbibupaetcs n3 [Aa
CrpaBOYHUKa «Agpec»
o AnpecHble Ha3BaHue Ha3BaHue afpecHoro [a
i NpOCTPaHCTBa NpOCTPaHCTBa
S OnuncaHue [ononHutenbHas Het
5 nHgopmMaums
= Cetn Ha3BaHue ceTtu Ha3BaHue cetn * [a
5 OnucaHune JlononHuTenbHas HeTt
= nHbopMaums
2 Anpec IP-azpec cet C Ja
z yKasaHueM Macku
MNoapasnenexHue MNoppaspenexHune [la
OopraHmsaumu. [aHHble
ik BbIGMpaOTCS n3
s CrpaBOYHMKa
5 «MoapasaenexHunes
= AppecHoe Bbibupaetcs n3 [Ja
NPOCTPaHCTBO CnpaBoYyHUKa «AfpecHoe
= NpOCTPaHCTBO»
g
2 Jlnct
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* B HasBaHuMe ceTu peKoOMeHAYETCA BKAKOYaTb HaMMEHOBAHWE OpraHun3aunm u
Ha3Ha4€eHUE CETN.

3.3 Co3pgaHue 3afgaHUA CKaHUPOBaHUSA

3agaun CKaHUPOBaHUA CO3Aal0T HArpy3ky Ha CeTb, NO3TOMY A1 MUHUMU3ALUUU
BO3AEMCTBUA CUCTEMbI Ha Npon3BOACTBEHHbIE MPOLECCHI Heobxo0aNMOo NpuaeEpPXnBaTbCA
cneayrwmx npasun:

- pa3melwatb CepBepbl-areHTbl Ha BCEX M/oWaAkaX, UMEILMX OrpaHUYeHHbIE MO
CKOpOCTU KaHarnbl cBsizn ¢ JIBC, rae pacnonoxeH Cepep ynpaBneHusi CUCTEMOW;

- NNaHMpoOBaThb 3anycK 3aaa4y, Nno BO3MOXXHOCTU, BO BHepa6oqee BpEMA,

- He 3anyckaTb 3afayun valle Heobxoammoro, Hanpumep, YteHne ARP Tabnuu 6onee 1
pa3a B [iBa 4yaca;

Co3paHue 3agaun CKaHUPOBaHUA COCTOUT U3 CNeayroLlmnx 3TanoB:

- COo3faHMe TexHOMormyecknx YJETHbIX 3anucen B katanore Active Directory, Ha
oTAesbHbIX 06BbEKTaxX CKAaHMPOBAHMSA U 3aBefieHMe UX B CUCTEMY;

- CO3aHue CrucKa Lienen CKaHMpoBaHUS U UCKTIOYEHMI NPpY HEO6X0ANMOCTU;
- CO3JaHue 3ala4M CKaHMPOBaHWS;

- CO3aaHMeE pacnmcaHnga CKaHMpoBaHUA.

© PekoMeHayeTCcqd nepes CO3[4aHWMEM pacnuUCaHus 3anyCTUTb BPYYHYIO 3ajady u
1] .
= ybeantbcs B €€ paboToCcnocobHOCTM, OLIEHUTL BPEMS BbIMOMHEHMS.
= o
§ Mpy co3gaHnm pacnmcaHns aBToMaTuyeckn hopMmMpyeTCcs NOCYTOYHbIM CNIMCOK 3ajad

CKaHWPOBaHus. [ns U3MEHEeHUs NepuoanyecKoro pacrnmcaHms 3anycka 3agadm Heobxoanmo

yOanuTb 3afady M co34aTb 3aHOBO C HOBbIM pacnucaHueM.
o1
=2
g PacnncaHune popMmpyeTcs A0 KOHUA KaneHaapHoro roga. B Havane roga Heobxoammo
= ccopMmpoBaTb HOBOE pacrnucaHue.

3.3.1 CepBepbl-areHTtbl
=
E MNpouecc co3naHns CepBepa-areHTa (ganee AreHta) B CUCTEME U ero Y4ETHOWN 3anmcu
2 onuncaH B MHCTpyKUUKM MO yCTaHOBKE cucTeMbl. [na noakitoyeHns AreHTa Bolbepute B MEHIO
E «CkaHupoBaHue» -> «[llapameTpbl» -> «AreHTbl», HAXKMUTe KHOMKYy «/Jobasutb» (Puc. 18).
=  HA3AQ AreHTbl & Q rMouck s Gase... O
© © nosasuT
i
= HasBanue BknioyeH Monb3oBatens http proxy https proxy rpynna ceten Kon-Bo notokoB
=
= @ 50
g
o @
cC A\
Pucyrok 18. CrparuLa AreHTos

5
C
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B nosiBuBLUEMCS OKHE 3aMONHUTL MONS cornacHo Tabnuue 4.

Tabnuua 4. Monga ang nobaBneHus areHTa

HasBaHue nons

OnucaHue nons

O6s3aTenbHOe none

(Aa\HerT)

Ha3saHue

Ha3BaHue areHTa

[a

Monb3oBaTenb

JlorvH Y3 AreHTa

[a

Maponb

MNMaponb Y3 AreHTa

[a

Ipynna ceTeu

Ha3BaHMe agpecHOro MpoCTpaHCTBa, K
KOTOpOMY npuHaanexuT AreHT.
BbibupaeTcs n3 cnpaBoyvHuKa «AgpecHoe
NPOCTPAHCTBO»

[a

http npokcu

3anonHseTca B cnydvae, ecim Cepsep-
areHT He UMeeT BO3MOXHOCTU MPSIMOro
poctyna k Cepsepy YnpaBneHusi

Het

https npokcu

3anonHsietca B cnyyae, ecnn Cepsep-
areHT He UMeEeT BO3MOXHOCTU MPSIMOro
poctyna k Cepsepy YnpasneHus

Het

Kon-Bo NoTokoB

OnpeaensieT KONMYeCcTBo napasnsienbHbiX
MOTOKOB 3ajayn npu eé BbINOSHEHUMN.
MapameTp noabupaeTcs BPY4YHYIO WM
aBTOMaTu4yeckn (ecnu ycraHosneH 0) B
3aBUCMMOCTM  OT  BbIYUC/IUTENbHbIX
pecypcoB CepBepa-areHTa 1 nNpornyckKHOM
CNocobHOCTM ceTu. HavanbHoe 3HayeHne
20 noTokoB

HET

MNepekntoyaTens
«BknoveH»

OnpeaensieT CTaTyC areHTa

3.3.2 YYyéTHble AaHHble

YYETHbIE [JaHHbIE HYXXHbI

ANA  CO3[4aHUA  33ay  CKaHWMPOBaHUs, Tpebylowwmx

ayTeHTUMKaumMmM npyv MnoaKkAYeHMn K ceTeBblM obbekTaM. KonmyectBo HeobxoauMbix
NapaMeTpoB 3aBUCUT OT MJIAHUPYEMOrOo TUMA CKaHWpoBaHuA. [Ana pobaeneHust YUYETHbIX
AaHHbIX B CUCTEME, HE0HX0AMMO B MEHIO NepenTn Ha «CkaHMpoBaHue» -> «[llapameTpbi» ->
«Y4YéTHble gaHHble» (Puc. 19).
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AaHHbIX (Puc. 20).

= HA3AL

Hassanue

YyeTHble fAaHHble

& Q rovck e Gase... &

© nosasuT

Pucyrok 19. CrparHula YHETHbIX 4aHHBIX

Ha cTpaHuue HaxaTtb «[JobaBuTb», B MnosiBuBLIENCS dopMe BblbpaTb TUM YYETHbIX

@ BeIBepuTe TUN y4eTHbIX AaHHBIX

PucyHok 20. fjobasrieHne Y4ETHbIX AaHHBIX

B OTKpbIBLUEMCS OKHE 3amnosiHUMTb Mons ANs BbiIOPaHHOro TuMa YYETHbIX AAHHbIX
(Tabnuua 5).

Tabnuua 5. Tunbl YY4ETHLIX AAHHbLIX

Ha3BaHue nons

OnucaHue nons

JIn

N3M. NQ nokyMm.

Noan. | data

E LDAP — ans ureHus aaHHbix u3 Active Directory
E NTLM-x3w napons 3awmndpoBaHHOe 3HayeHMe napons (He 0b6si3aTenbHbIN
napamMeTp)
o NMa nonb3oBaTtens NMa nonb3oBaTtens na ckaHmposaHusa AD
2 MNMaponb MNMaponb anga ckaHuposaHusa AD
Z- Ayl -
2 SMB — ans uteHume dannos xxypHana Microsoft Exchange
g Nmsa nonb3oBaTtens MMs nonb3oBaTenss Ansi uTeHus alnoB XypHana
a Microsoft Exchange
=2
i MNMaponb Maponb Ans JTeHuss GannoB >xypHana Microsoft
= Exchange
m SNMPv3 — ansa utenns ARP Ttabnuy
E MNpoTokon ayTeHTUdMKaumnm SHA, SHA224, SHA256, SHA384, SHA512
§ Nma nonb3oBaTens NmMsa nonb3osatenst ans uteHms ARP Tabnuy,
Maponb MNaponb ans ureHms ARP Tabnuy,
2 Jlnct
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Kntou ayTeHTUdUKaumm

MpoTokon WwudpoBaHus

DES, 3DESEDE, He

LWndpoBaTb

AES128, AES192, AES256,

Kntou wundposaHms

SSH — pna ckaHMpoBaHMA YCTPOMUCTB C NOMOLLbIO NpoTokona SSH

MeToa ayTeHTUdMKauum

JloruvH JlorvH ana ckaHmMposaHua SSH

Mapornb Maponb ans ckaHnposaHus SSH

Ceptudumkar ConepXXuMMoe 3aKpbITOro K/K4Ya MOXHO MONyyYnTb U3
daina ~/.ssh/*-cert.pub

®paza kno4va

3aKpbITbIM KITHOY

ConepxuMmoe aina MOXHO MonyyYnTb U3  palnos:
~/.ssh/id_rsa, ~/.ssh/id_dsa, ~/.ssh/id_ecdsa,
~/.ssh/id_ed25519

WMI - gnsa

ckaHupoBaHua Windows-ycTpoiicTs

[JlomeH

[omeH ansi ckaHupoBaHus Windows-ycTponcTB

MMa nonb3oBaTens

Mg nonb3oBaTend Windows-

YCTPOWCTB

anga  CKaHupoBaHUA
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co3gan caM [lonb3oBaTtens.

MNMaponb

Maponb aAns ckaHupoBaHus Windows-ycTponcts

B Tabnuue YYETHbIX AaHHbIX OT06pa)Ka}OTCFI TOJIbKO T€ Yy4Y€THble€ AaHHbIE, KOTOpPbIE

AOMWHUCTPATOP CUCTEMBI U3 CBOErO MHTepdeiica.

3.3.3 Lllenn ckaHMpoBaHus

Llenn ckaHnpoBaHUs, 3TO rpynna ceTesbIX 06'beKTOB, KOTOpasa MOXET CoAEpP>XaTb:

MHOXECTBO CETEN U3 COOTBETCTBYHOLLErO CMPABOYHUKA;
BPYYHYIO YKa3aHHble CETU;
OTAeNbHble ip-agpeca XOCTOB;

UCKJTIOUYEHWS!, COCTOSAILLME U3 CETEN U ip-afIPECOB XOCTOB.

Mpu nepeyncneHmm 06bekToB pasaennUTeNEM CNYXNUT 3HaK «,»,

MpoCMOTPETb MOJHLIA  CAMCOK YYETHBLIX [AaHHBLIX MOXET

YT06bl CO3AaTb Lenb CKaHMPOBaHUsl, Heo6xoanMo BblbpaTb B MeHI0 «CKaHMpOBaHWe»
-> «[lapameTpbl» -> «Llenn ckaHMpoBaHUS», HaXaTb KHOMKY «[obaBuTb» (Puc. 21).
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PucyHok 21. Llesin ckarnpoBaHns

B oTkpbiBweMcs okHe (Puc. 22) 3anonHuTb nons cornacHo Tabnuue 6, HaxaTb
«CoxpaHuUTb>.

©® LUenu ckaHupoBaHuUs ®
HasBaHue
Cetn @
Lienn
Wckniovenns -
3
S PucyHok 22. flobassieHne Llesim CkaHupoBaHUs
5
(o]
-
Tabnuua 6. Nong uenn ckaHMpoBaHUs
o HassaHue nong OnwncaHue nons Ob6sa3aTtenbHO none
@ (Oa/HeT)
=
§ HassaHue Ha3sBaHue uenn ckaHnMpoBaHus [a
o
- Cetn Cetn, KoTopble 6yayT  CkaHuMpoBaTbCs. | HeT
: Ao
E BbibupatoTcs 3 CnpaBOYHUKOB CETEMN.
[e]]
i Llenn LlensmMn Moryt 6biTb OTAenbHble IP-agpeca, | Het
< AOMEHHbIE UMEeHa WUIN CETU C YKa3aHWEM MacKu.
Ecnn uenen Heckonbko, OHW BBOASTCA Yepe3
e npoben.
g
= NcknioveHns Anpeca, JOMEHHble MMeHa U CeTU, KOoTopble He | HeT
C
é‘ [AO/MKHbI 6bITb NPOCKaHMpPOBaHbI. [1obaBnsaoTcs
afipeca UCKJIIOUYEHNI Yepes 3ansTyio.
cC
g
o
C
1 Jlnct
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3.3.4 HacTpoika 3aga4y CKaHUpPOBaHUSA

3agaun CKaHUpOBaHUA

— OCHOBHOW TEXHONOMMYECKMI MPOLEecC MOoSyYeHUs

nHdopMaumm 06 akTMBax METOAOM CKaHMPOBAHMUSI CETEBbLIX NPOCTPAHCTB.

Tabnuua 7 - Tunbl CKAaHMPOBaHMS

Ha nepBoM 3Tane co3gaHusi 3aayv CKaHMPOBaHUS HEO6X0AMMO B MEHIO MEpPenTH Ha
«CKaHupoBaHMe» -> «3afaun», HaxaTb KHOMKY «[lobaBuTb». B nosiBuBlencs ¢opme
(Puc. 23) BbibpaTb TN ckaHupoBaHus (Tabnuua 7). OT aToro 6yaeT 3aBMCETb HE TOSIbKO METOA,
CKaHMPOBaHWS, HO 1 KaKune yYETHble AaHHble 6yayT MCNOb30BaHbl B MpoLEecce CKaHMPOBAHMSI.

© BuiGepure Tun sanaun

©

74nN
Cosy)
"7/

PucyHok 23. Co3gaHne 334a41 CKaHUpoBaHMs

Tun ckaHMpoBaHWA

OnucaHne

ARP Tables

YteHnss ARP Tabnuy no npotokony SNMPv3 wu3

o AKTUBHOIO ceTeBoro obopyaosaHus.
= Active Directory YTteHna gaHHbIX 13 Active Directory.
(o]
-

Reverse DNS Lookup O6paTtHbIM nomck DNS nmeH.
o Microsoft Exchange YTeHne faHHbIX 13 XKYpPHasoB NOYTOBOro cepeepa
@ Microsoft Exchange, pacnono)xeHHbIX Ha CETEBOM
z pecypce.
& Nmap MonyyeHne MHdOpMaLmnn N3 ceTeBbIX CErMEHTOB C
S nomoLbo ckaHepa NMAP.
>
q Ao
o SSH MNMonyyeHne wuHdbOpMaumMM C  YCTPOUCTB MO
o npoTokony SSH.
A

WMI Mony4yeHne nHdopmaummn o Windows-ycTponcreax
© no npotokony WMI.
g
5
=
cC
g
2 Jlnct
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Ha BTOpoM 3Tane HeobXxoAMMO BBECTM Ha3BaHME U OnuMcaHmne CKaHUPOBaHWA, Bbl6paTb
areHTa, 3anoJIHUTb Nonga An4d Bbl6paHHOr0 TNa CKaHMpoBaHUA.

ARP ckaHunpoBaHue:

— Wma xocta. [omeHHoe mMa mnu IP-agpec xocCTa, Ha KOTOPOM pPacrosioXeH
KOHTpOs1ep AOMEHa;

—  Y4yéTtHble aaHHble SNMPV3;
AD ckaHupoBaHue:

— Y4éTHble faHHble Ldap;

— KoHTponnep aomeHa;

— [lomMeH;

— [poTokon;

— IP xocTa;

- TCP;

— CobupaTb nonb3oBaTeneu;

— CobupaTb KOMMbIOTEPLI NONb30BaTENEN;

— CuutbiBaTb ceccun (BpeMs BbINOMHEHWUS 3a4a4mn 6yaeT yBenmyeHo).
DNS novck no obpaTHou 30He:

— Uenu;

— Bpema oxunaaHusa oTeeTa;

C
[
1]
S — TCP-npoTtokon. MHaue, 6yaet ncnonb3osaH UDP npoTokon.
=
§ Microsoft Exchange ckaHupoBaHue:
— PacnonoxxeHwne nanku;
2 — Wmga xocrta. [lomeHHoe uMa nnu IP-agpec xocTa;
o
§_ — Y4éTHble aaHHble SMB;
=
1]
@ Nmap ckaHnpoBaHue:
@' — MapameTpbl Nmap; MNoapobHee o napametpax https://nmap.org/man/ru/
g
2 - Uenn.
o
< SSH ckaHMpoBaHMe:
— Uenu;
C
o — YUéTHble AaHHbIe.
=
= WMI ckaHupoBaHune
=
— Uenu;
c — Y4YéTHble AaHHble.
g
2 Jlnct
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Ha TpeTbeM 3Tane HeobXxoAnMOo HaCTPOUTb pacrMcaHne CkaHnpoBaHus. Mpu co3aaHum
pacnmcaHna 3aiauya MHOXUTCA [10 KOHLA@ TEKYLLUEro roaa. B cnyyae M3MeHeHMst pacnucaHus
HY>XHO YAQ/UTb TeKYLLYIO 3a4aqy ¥ Co34aTb HOBYIO.

CkaHupoBaHue & | Q Mouck s Gase...

SUNBTPHI cnosABMTb PACTIUCAHVE
Srv test 02 Onucawne  Mocnemwizanyex  Creayounisanyex  Bpewn sumomvennn  Coctomine
Yrenue Joros Microsoft Exchange
26.05.2021, 14:56 - 1 L 14
ST [ MUHYT, 14 cekyHa v
Srv file 01 Onucawne  Mocnemwn sanyex  Creayiouwisanyck  Bpewn ssmomwenns  Coctome
YreHue Jloros Microsoft Exchange
16.06.2021, 15:40 - 15 , 57
TS MUHYT, 57 CekyHa v
ARP Cisco BM Onucaine  Mocnemwitsanyck  Creayiouwdsamyex  Bpewn sumonwenwn  Cocronine
YreHue ARP table
18.06.2021, 17:00 - 1
CTAPT P R v
20 30 40 50 BCEro: 7

PucyHok 24. 334a4m CKaHUpoBaHus

Ans Toro, yTtobbl MOCMOTPETb pacnucaHue 3afaHuii, HaxmuTe «PacnucaHue» B
NpaBoM yriy cTpaHuubl (Puc. 25). ina Bo3BpaLleHNs K CNUCKY 3aaad HaxxmuTe «K Tabnuue».

E Ans cMeHbl Mecsua Haxmute <, yTOBbl MOCMOTPETb MPEAbIAYLMA MEeCcal Haxmute 2
= MOCMOTPETb CNeAYOLMI MECsILL.
5
8 < KTABAULE 15 VIONSA 2021 dunetp: = < v MECALU >
o1
=2
d 6 T 8 9 10 "
I )APOB
=
% » 12 . 13 7 ' 14 7 ‘ 15 ‘ 17 18
3 T s I
:. I P 21 e 23 24 25
O
>
q 26 2F 28 29 30 31 asr. 1
[e]]
=2
o
I
b
PucyHok 25. PacrimcarHne
©
5
= 3aAauvm B pacrnmcaHnm MoryT 6biTb BblAeNeHbl IBYMS LIBETAMM: 3eMEHbIN — pacnncaHue
§ 3aBEpPLUNIOCh YCMELWHO, KpacHbIA — Mpou3olusia ownbka, 3afavya He BbINOSHEHa. YTo6bl
|- o "
NOCMOTPeTb OTYET MO 3afade, HaXMUTE Ha 3agady. B MoganbHOM OKHe MOSIBUTCA OTYET O
COCTOSIHUM BbINOMHEHUs 3adaHus. (Puc. 26).
5
o
[
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NMAP cetu (Nmap ckaHuposaHue) &

CocTosHne 9

3aBeplueHo

3anyck
13 nrong 2021 11:36

3aBepLUeHo
13 nrona 2021 11:38

MeTagaHHble
CKaH-BO XOCToB: 23

[ ————

PucyHok 26. [laHHbIE 10 BbIMOIHEHHOM 3a4a4e

34075156.425760.006.13.02
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4 AAQMMHUCTPATUBHbIN MHTEepdEnc

AAMUHUCTPATUBHLIN MHTepdenCc NpeaocTaBAsSieT AOCTYN K Creunasm3MpoBaHHbIM
Tabnuuam NpUNoXeHUs, HEKOPPEKTHOE N3MEHEHME KOTOPbIX MOXET HEFaTUBHO OTPa3nUTbCs Ha
(DYHKLMOHNPOBAHNE CUCTEMBI.

M3mMeHeHUs B OaHHOM pasfene peKkoMeHAYeTCs NMPOBOAUTb MOCAE KOHCYNbTaumu C
TEXHMYECKON noaaepxxkon npomssoautens MO.

AOMWHUCTPATUBHBLIN ~ MHTEPGENC  PEKOMEHAYETCS K  WUCMOMb30BaHWIO  Ans
pefaKTUpPOBaHWs TabnuL Npu CO3AaHUM rpyni, Ponen, MPoCMOTPa YYETHbIX IaHHbIX B pa3aene
«CKaHupoBaHune».

Ytobbl BOMTM B  AAMUMHUCTpPATUBHbIN  WHTepdeinc (Puc. 27), cneayet
3apernucTpmMpoBaTbCs B CUCTEME CTaHAApPTHbIM  CNOCO6oM MoA  YYETHOW  3amnmChbio
AOMUHUCTpaTOpPa W MEepelTM MO CCbiike Bpy4yHyld B Opay3epe, nponucaB  aapec
https://<aomeHHoe nMa>/admin/.

AnmuHucTpupoBaHue | Bepcus M0O: dev | Commit: 3c7e2d0e JI0BPO MIOXATIOBAT)

AOMUHWUCTpUPOBaHWe caiiTa

MocnepHue peicTeua
Active Directory | Allowed To Delegates [No6asuth M3MeHNTb

Active Directory | Computers [No6asutb N3ameHnTb Mowm peiicTeus
Active Directory | Dcom Users [No6asuth MameHnTb HegocTynHo
Active Directory | Domains JoGasutb ZEIVERT

Active Directory | Groups [No6asutb N3amennTb

Active Directory | Local Admins [NoGasuth MameHnTb

Active Directory | Remote Desktop Users JNo6asuTb ZEIVERT

Active Directory | Service Principals Mo6asutb MameHnTb

Active Directory | Sessions [No6asuth M3MeHNUTb

Active Directory | Users Jo6asuTb N3ameHnTb

C
E Linux | OC [Ho6asutb MameHnTs
g
= Linux | 110 [o6asuTb N3MeHnTb
|:' Linux | Cepaucbi [No6aButb N3amennTb
g . .
[e] Linux | YeTpoiicTBa Jlo6aButh WameHnThb
-
Windows | OC | CemeiicTBO [o6asutb N3ameHnTb
o PucyHok 27. IHTEPGEVIC aAMUHNCTDATUBHON NaHE N
o
I
=
2
@ 4.1 Ta6nuua Mpynnbl nonb3oBaTtesnien
@' Co3pgaBaTb M pedakTUpoBaTb rpynnbl MOSb30BaTenend BO3MOXHO TOSIbKO 4epes
%‘? nHTepdenc AAMMHUCTpaTopa.
;:“' ['pynnbl NO3BONSAOT CO34aTh PONEBYIO MOAENb AOCTYNa B CUCTEME A8 onpeaeneHHOro
Kpyra nosnb3oBaTenen.
© Co3paaHue rpynnbl Nosib3oBaTeNnen
1]
S| v v
= Onsa Toro 4tobbl co34aTh rpynnbl  Mofnb3oBaTenen HeobxoanMo nepenTu
E «Monb3oBatenu u rpynnbl» -> «pynnbi», HaxaTb «/1ob6aBuTb» (Puc. 28).
cC
g
o
C
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« > C a

OTueTm + NobaguTe

Ipynne F NobagnT MameHnTe

PucyHok 28. AGMUHNCTPATUBHAS NaHesIb «I pyrirbl»

BBecT uMs rpynnbl, ABOMHbLIM LIENYKOM BblbpaTb M3 CMMCKa paspeLleHrin AoCTyna
Heobxoanmmoe, HaxaTb «CoxpaHuTb» (Puc. 29). [ns BblAeneHust rpynn paspeLlleHni,
yaepxwuBas knasuwy Shift unn CTRL MbIWKOW, OTMETbTE HEOBXOAUMbIE pa3peLleHust U

Ha>XMUTE KHOTKY < .

MoNHbIA CNMCOK paspeLleHnit A0CTyMNa npeacTasneH B MNpunoxenun A.

JobasuThk rpynna

Q | ounsrp

accounts | two factor | Can add two factor
accounts | two factor | Can change two factor
accounts | two factor | Can delete two factor
accounts | two factor | Can view two factor
account ts | nonb3sosatens | Can add user
accounts | nonb3osatens | Can change user
accounts | nonb3oeatens | Can delete user
accounts | nonb3osaTens | Can view user
accounts | napon | Can add password
accounts | naponis | Can change password
accounts | napo.

C
f
g
=
5
-
Pucyrok 29. [lobassieHne HOBOU rpyriribl 10/1b30BaTENEN

o1
=
g N3meHeHne u yaaneHue rpynnbl nNosib3oBaTtenen
5 Mepentun «Monb3oBatenu u Mpynnbi» -> «pynnbi».
o
- [N M3MeHeHus BbI6paTb rpynny ABOMHbLIM LUEMYKOM, BHECTUM W3MEHEHMS, HaXaTb
(e}
= «CoxpaHUTb».
[e]]
i [ns ypaneHusi BblbpaTb OAHY WM HECKOMbKO Tpymnn rafoyvykoW CfieBa, HaxaTtb
S «[encreme» -> «YaanuTb BblbpaHHbIe rpynnbl» -> «BbinonHuTb» (Puc. 30).

Mpy pobaBneHun nnu yganeHum npas AOCTyMNa rpynnbl U3MEHEHUS BCTYNalT B CUNY
E HeMeaneHHo.
=
=
g
(o]
-
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g
o
C
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BbiGepuTe rpynna And MameHeHua

Q Mounck

_________ v || BbIinonHuTb

() reynna ypanute BbIGpaHHbIe rpynnbl

(J Apmunuctpatopbl

1 rpynna

PucyHok 30. YaaneHuwe rpyrrbl ro/ib30Baresnesn

4.2 Ta6bnuua YuétHblie faHHblIe

Tabnuua coaepXXuT CNMCOK BCEX YYETHBIX AAHHbIX, CO3AaHHbIX ANs paboTbl areHToB
ckaHupoBaHusi (Puc. 31). Mpu co3gaHMM YYETHBIX AaHHbLIX 4epe3 MHTEP(ENC CUCTEMbI,
NPOCMOTP BO3MOXEH TOJIbKO aBTOPY 3TOM 3amnmncu.

NobaBuTb MaMeEHHTE
NobaBuTb M3MeHHTE

C
o
S * [obaBuTh MIMEHUTE
c
é’ YyeTHoie gaHHeie | LDAP NoGasuTe M3MEHUTE

Y4eTHule faHHuie | SMB + NoGaeute M3MEHHTE
o1
i YuyeTHeie gaHHele | SNMPv3 * NoGaeutk M3MEHHTE
I
=
s Y4eTHble gaHHble | 55H NofaBuTe M3MEHHTE
1]
m
o

Y4eTHele gavHeie | WMI NofaBuTe MEZMEHHTE
= Y4eTHIe 2anucK HoBaBuTe MamMeHUTE
%
E PucyHok. 31 YYeTHbIE JaHHble
© CBOAHOVI Ta6nmue17| ABNAETCH «YUYETHbIE 3arnncmn», BCe OCTalibHblE€ Tabnuupbl co3aaHbl
E Ha OCHOBaAHUU cbmanpa C HaMMEeHOBaHMEM MOAYNA CKaHUPOBaHUA.
E He pekoMeHayeTcs BHOCUTb W3MEHEHWS B 3TU Tabnuubl 4Yepe3 MHTepdEeNC

AaMUHUCTpaTOpa.

c
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o
C
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5 OdocTtyn k ynpasneumio nnatgopmoin Portainer
Portainer— nporpamMMHoe obecneyeHne C OTKPbITbIM WMCXOAHBbIM KOAOM, KOTOpOe
No3BOMISIET NpeaocTaBuTb ynpasneHne Docker Engine n knactepom Swarm (Puc. 32).

ﬁrpor'rciner.io - Home & Q admin
zzzzzzzzzz i

unt. @ log out

Home

¥ ZOO PLATFORM ¥ Endpoints

Q_ [search by name, group, tag, status, URL.

i 4 B

Zoo Platform [ 2021-07-09 1. Group: Unassigned  ¢*

& @

i
-----
2 3 stacks 10 services & 26 containers - V1214 /190 & Tivolumes 18 54 images Swarm 20.10.6 + ¥ Agent & 2 nodes

W No tags tasks.agent:0001

ltems porpage | 10 v

-
&
&
=

2 0 <« @

PucyHok. 32 Portainer

YTobbl nepentM k pabote c Portainer BBeaute B 6pay3epe https:// <AaoMeHHoe
nmsi>/portainer/ 1 nepenanTe No CCbinke.

MoapobHast [AoOKyMeHTauuss no pabote ¢ Portainer HaxoauTcs Ha cauTe
https://documentation.portainer.io/.
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https://documentation.portainer.io/
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MpunoxxeHune A. CNUCOK paspelueHni AoCcTyna

Criucok paspeweHut docmyna 0risi co30aHusi poneu:
accounts | two factor | Can change two factor

accounts | two factor | Can add two factor

accounts | two factor | Can delete two factor

accounts | two factor | Can view two factor

accounts | nonb3oeamerss | Can add user

accounts | none3oeamerss | Can change user

accounts | nonb3oeamerss | Can delete user

accounts | nonb3oeamerss | Can view user

accounts | naporns | Can add password

accounts | naponb | Can change password

accounts | naponbs | Can delete password

accounts | naposns | Can view password

accounts | webhook | Can add webhook

accounts | webhook | Can change webhook

accounts | webhook | Can delete webhook

accounts | webhook | Can view webhook

admin | 3anuce 6 XypHane | Can add log entry

admin | 3anuce e XypHane | Can change log entry

admin | 3anucs 8 xypHane | Can delete log entry

admin | 3anucs e xypHane | Can view log entry

assets | Active Directory | Allowed To Delegate | Can add Allowed To Delegate
assets | Active Directory | Allowed To Delegate | Can change Allowed To Delegate
assets | Active Directory | Allowed To Delegate | Can delete Allowed To Delegate
assets | Active Directory | Allowed To Delegate | Can view Allowed To Delegate
assets | Active Directory | Computer | Can add Computer

assets | Active Directory | Computer | Can change Computer

assets | Active Directory | Computer | Can delete Computer

assets | Active Directory | Computer | Can view Computer

assets | Active Directory | Dcom User | Can add Dcom User

assets | Active Directory | Dcom User | Can change Dcom User

assets | Active Directory | Dcom User | Can delete Dcom User

assets | Active Directory | Dcom User | Can view Dcom User

assets | Active Directory | Domain | Can add Domain

assets | Active Directory | Domain | Can change Domain

assets | Active Directory | Domain | Can delete Domain

assets | Active Directory | Domain | Can view Domain

assets | Active Directory | Group | Can add Group

assets | Active Directory | Group | Can change Group

assets | Active Directory | Group | Can delete Group

assets | Active Directory | Group | Can view Group

assets | Active Directory | Local Admin | Can add Local Admin

assets | Active Directory | Local Admin | Can change Local Admin

assets | Active Directory | Local Admin | Can delete Local Admin

assets | Active Directory | Local Admin | Can view Local Admin

assets | Active Directory | Remote Desktop User | Can add Remote Desktop User
assets | Active Directory | Remote Desktop User | Can change Remote Desktop User
assets | Active Directory | Remote Desktop User | Can delete Remote Desktop User
assets | Active Directory | Remote Desktop User | Can view Remote Desktop User
assets | Active Directory | Service Principal | Can add Service Principal

assets | Active Directory | Service Principal | Can change Service Principal
assets | Active Directory | Service Principal | Can delete Service Principal
assets | Active Directory | Service Principal | Can view Service Principal

assets | Active Directory | Session | Can add Session

assets | Active Directory | Session | Can change Session

assets | Active Directory | Session | Can delete Session

assets | Active Directory | Session | Can view Session

assets | Active Directory | User | Can add User

assets | Active Directory | User | Can change User

assets | Active Directory | User | Can delete User

assets | Active Directory | User | Can view User
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assets | asset creation event | Can add asset creation event

assets | asset creation event | Can change asset creation event

assets | asset creation event | Can delete asset creation event

assets | asset creation event | Can view asset creation event

assets | Obwee | Cemesol uHmepcgbelic | Can add cemeeoli uHmepghelic

assets | Obwee | Cemesol uHmepdgbetic | Can change cemesol uHmepghelic

assets | Obwee | Cemesol uHmepgbetic | Can delete cemeesoli uHmepghelic

assets | Obwee | Cemesoli uHmepcgbetic | Can view cemegol uHmepaelic

assets | Obwee | Akmus | Can add Amus

assets | Obwee | Akmusg | Can change Amus

assets | Obwee | Akmus | Can delete Amus

assets | Obwee | Akmus | Can view Amus

assets | Obwee | Ipynna akmusos | Can add pynna akmusoe

assets | Obwee | pynna akmueoe | Can change lpynna akmuegos

assets | Obwee | [pynna akmueos | Can delete pynna akmugos

assets | Obwee | [pynna akmueos | Can view [pynna akmueos

assets | Obwee | OC | Cemeticmeo | Can add OC

assets | Obwee | OC | Cemeticmeo | Can change OC

assets | Obwee | OC | Cemeticmso | Can delete OC

assets | Obwee | OC | Cemeticmeo | Can view OC

assets | Obwee | OC | Sk3emnnsp | Can add Sk3emnnsap OC

assets | Obwee | OC | Sk3emnnsp | Can change Sk3emnnsap OC

assets | Obwee | OC | Sk3emnnsp | Can delete Sk3emnnsp OC

assets | Obwee | OC | Ok3emnnsp | Can view 3k3emnnsp OC

assets | Obwee | Tun akmuea | Can add Tun akmusa

assets | Obwee | Tun akmuea | Can change Tun akmusa

assets | Obwee | Tun akmuea | Can delete Tun akmusea

assets | Obwee | Tun akmuea | Can view Tun akmusa

assets | hostname | Can add Wmsi xocma

assets | hostname | Can change Wmsi xocma

assets | hostname | Can delete imsi xocma

assets | hostname | Can view Wms xocma

assets | Linux | Kernel | Can add Adpo

assets | Linux | Kernel | Can change 5dpo

assets | Linux | Kernel | Can delete 51dpo

assets | Linux | Kernel | Can view 5dpo

assets | Linux | Yempoticmeo | Can add Linux ycmpoticmeo

assets | Linux | Yempotcmeo | Can change Linux ycmpolicmeo

assets | Linux | Yempoticmeo | Can delete Linux ycmpoticmeo

assets | Linux | Yempotcmeo | Can view Linux ycmpotcmeo

assets | Linux | OC | Can add OnepayuoHHasi cucmema

assets | Linux | OC | Can change OnepauyuoHHas cucmema

assets | Linux | OC | Can delete OnepayuoHHasi cucmema

assets | Linux | OC | Can view OnepayuoHHas cucmema

assets | Linux | Cepsuc | Can add Cepsuc

assets | Linux | Cepsuc | Can change Cepsuc

assets | Linux | Cepsuc | Can delete Cepsuc

assets | Linux | Cepsuc | Can view Cepsuc

assets | Linux | 10 | Can add lNpoepammHoe obecrieyeHue

assets | Linux | 10 | Can change lNpoepammHoe obecrieyeHue

assets | Linux | [10 | Can delete NpoepammHoe obecrnieyeHue

assets | Linux | [10 | Can view lNpozpammHoe obecrievyeHue

assets | Jloeu Microsoft Exchange | lNucbmo | Can add Jfloeu Microsoft Exchange | lNucbmo
assets | Jloeu Microsoft Exchange | lNucbmo | Can change Jloau Microsoft Exchange | lNucsmo
assets | Jloeu Microsoft Exchange | lNucbmo | Can delete Jloeu Microsoft Exchange | lNucsemo
assets | Jloeu Microsoft Exchange | lNucbmo | Can view Jloeu Microsoft Exchange | lNucbmo
assets | Jloeu Microsoft Exchange | lNonb3oeamerns | Can add Jloau Microsoft Exchange | lNonb3oeamernb
assets | Jloeu Microsoft Exchange | lNonb3oeamens | Can change Jloeu Microsoft Exchange | lNonb3oeamerb
assets | Jloeu Microsoft Exchange | lNonb3oeamerns | Can delete Jloeu Microsoft Exchange | lNonb3oeamerib
assets | Jloeu Microsoft Exchange | lNonb3oeamens | Can view Jloau Microsoft Exchange | lNonb3oe8amerib
assets | lNepugpepusi | Yempoticmeo | Can add lNepugheputiHoe ycmpolicmeo

assets | lNepugpepusi | Yempoticmeo | Can change lNepugheputiHoe ycmpolicmeo

assets | lNepugpepusi | Yempoticmeo | Can delete lNepugpepuiliHoe ycmpolicmeo

assets | lNepugpepusi | Yempoticmeo | Can view lNepugpepuliHoe ycmpolicmeo
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assets | lNepugpepusi | Tun | Can add Tun nepugheputiHo2o ycmpotlicmea

assets | lNepugpepusi | Tun | Can change Tun nepughepuliHo2o ycmpoticmea
assets | lNepugpepusi | Tun | Can delete Tun nepugheputiHo2o ycmpoticmea
assets | lNepugpepusi | Tun | Can view Tun nepughepuliHozo ycmpolicmaa
assets | Obwee | lNpoueccop | Can add processor

assets | Obuwee | lNpoueccop | Can change processor

assets | Obwee | MNpoueccop | Can delete processor

assets | Obwee | MNpoueccop | Can view processor

assets | Obwee | Cepsuc | Can add Cepsuc

assets | Obwee | Cepsuc | Can change Cepsuc

assets | Obuwee | Cepsuc | Can delete Cepsuc

assets | Obwee | Cepsuc | Can view Cepsuc

assets | Obwee | 10 | Cemecmeo | Can add lNpoepammHoe obecriedeHue
assets | Obwee | 10 | Cemecmso | Can change lNpozpammHoe obecriedeHue
assets | Obwee | 10 | Cemecmso | Can delete NpoepammHoe obecrniedeHue
assets | Obwee | 10 | Cemecmso | Can view lNpozpammHoe obecriedeHue
assets | Obwee | IO | Sk3emnnsp | Can add dk3emnnsp 10

assets | Obwee | 10 | k3emnnsp | Can change Gk3emnnsp 1O

assets | Obwee | M0 | dk3emnnsp | Can delete Skzemnsp 10

assets | Obuwee | 10 | Sk3emnnsp | Can view 3k3emnnsp 10

assets | Obwee | icmoy4Huku ckaHuposaHusi | Can add ucmoy4Huk

assets | Obwee | MlcmoyHuku ckaHuposaHus | Can change ucmoyYHuK

assets | Obwee | MicmoyHuku ckaHupoesaHusi | Can delete ucmoyHuk

assets | Obwee | icmo4Huku ckaHuposaHusi | Can view UCmOYHUK

assets | Obwee | Budeo kapma | Can add video controller

assets | Obwee | Budeo kapma | Can change video controller

assets | Obwee | Budeo kapma | Can delete video controller

assets | Obwee | Budeo kapma | Can view video controller

assets | Windows | Yempoticmeo | Can add windows machine

assets | Windows | Yempoticmeo | Can change windows machine

assets | Windows | Yempoticmeo | Can delete windows machine

assets | Windows | Yempoticmeo | Can view windows machine

assets | Windows | OC | Cemeticmso | Can add windows operating system
assets | Windows | OC | Cemeticmeo | Can change windows operating system
assets | Windows | OC | Cemeticmeo | Can delete windows operating system
assets | Windows | OC | Cemeticmeo | Can view windows operating system
assets | Windows | OC | 3k3emnnsp | Can add windows operating system item
assets | Windows | OC | Ok3emnnsp | Can change windows operating system item
assets | Windows | OC | Ok3emnnsp | Can delete windows operating system item
assets | Windows | OC | Ok3emnnsp | Can view windows operating system item
assets | Windows | 10 | Cemetimceo | Can add windows software product
assets | Windows | 10 | Cemetimceo | Can change windows software product
assets | Windows | 10 | Cemetimcso | Can delete windows software product
assets | Windows | 10 | Cemetimceo | Can view windows software product
assets | Windows | 10 | Ok3emnnsp | Can add windows software product item
assets | Windows | 10 | Sk3emnnsp | Can change windows software product item
assets | Windows | 10O | Ok3emnnsp | Can delete windows software product item
assets | Windows | 10 | 3k3emnnsp | Can view windows software product item
assets | Windows | O6HoeneHusi | 'pynna | Can add windows update kb

assets | Windows | O6HoeneHus | 'pynna | Can change windows update kb
assets | Windows | O6HoeneHusi | 'pynna | Can delete windows update kb
assets | Windows | O6HoeneHus | 'pynna | Can view windows update kb

assets | Windows | O6HoeneHus | Oksemnnsp | Can add windows update kb item
assets | Windows | O6HoeneHus | Oksemnnsp | Can change windows update kb item
assets | Windows | O6HoeneHus | Oksemnnsp | Can delete windows update kb item
assets | Windows | O6HosneHus | Oksemnnsp | Can view windows update kb item
audit | Auth event | Can add Auth event

audit | Auth event | Can change Auth event

audit | Auth event | Can delete Auth event

audit | Auth event | Can view Auth event

audit | Event | Can add Event

audit | Event | Can change Event

audit | Event | Can delete Event

audit | Event | Can view Event
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audit | login attempt event | Can add login attempt event

audit | login attempt event | Can change login attempt event

audit | login attempt event | Can delete login attempt event

audit | login attempt event | Can view login attempt event

audit | Model event | Can add Model event

audit | Model event | Can change Model event

audit | Model event | Can delete Model event

audit | Model event | Can view Model event

audit | remote client | Can add remote client

audit | remote client | Can change remote client

audit | remote client | Can delete remote client

audit | remote client | Can view remote client

audit | Request event | Can add Request event

audit | Request event | Can change Request event

audit | Request event | Can delete Request event

audit | Request event | Can view Request event

audit | too many request event | Can add too many request event
audit | too many request event | Can change too many request event
audit | too many request event | Can delete too many request event
audit | too many request event | Can view too many request event
auth | epynna | Can add group

auth | epynna | Can change group

auth | epynna | Can delete group

auth | epynna | Can view group

auth | npaeo | Can add permission

auth | npaso | Can change permission

auth | npaso | Can delete permission

auth | npaso | Can view permission

contenttypes | mun codepxumoeo | Can add content type
contenttypes | mun codepxxumoeo | Can change content type
contenttypes | mun codepxumoeo | Can delete content type
contenttypes | mun codepxumoeo | Can view content type

events | dhcp table | Can add dhcp table

events | dhcp table | Can change dhcp table

events | dhcp table | Can delete dhcp table

events | dhcp table | Can view dhcp table

events | network change event | Can add network change event
events | network change event | Can change network change event
events | network change event | Can delete network change event
events | network change event | Can view network change event
networks | A@pecHoe npocmpaHcmeo | Can add address space
networks | AdpecHoe npocmpaHcmeo | Can change address space
networks | AdpecHoe npocmpaHcmeo | Can delete address space
networks | AdpecHoe npocmpaHcmeo | Can view address space
networks | eopod | Can add eopod

networks | eopod | Can change eopod

networks | 2opod | Can delete 2opod

networks | eopod | Can view 2opod

networks | cemb | Can add cemb

networks | cemb | Can change cemb

networks | cemb | Can delete cemb

networks | cems | Can view cems

networks | ogpuc | Can add ogpuc

networks | ogpuc | Can change ogpuc

networks | ogpuc | Can delete ogbuc

networks | ogpuc | Can view ogbuc

reports | Omyem | Can add Omuyem

reports | Omyem | Can change Omyem

reports | Omyem | Can delete Omuyem

reports | Omyem | Can view Omyem

MHB. N noan

scans | Umenue u CkaHuposaHue | Active Directory | Can add YmeHue ActiveDirectory
scans | Ymenue u CkaHuposaHue | Active Directory | Can change Ymerue ActiveDirectory
scans | Umenue u CkaHuposaHue | Active Directory | Can delete YmeHue ActiveDirectory
scans | YmeHue u CkaHuposaHue | Active Directory | Can view YmeHue ActiveDirectory
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scans | arp event | Can add arp event

scans | arp event | Can post ARP table

scans | arp event | Can change arp event

scans | arp event | Can delete arp event

scans | arp event | Can view arp event

scans | YmeHue u CkaHupoegaHue | ARP | Can add YmeHue ARP mabnuupbi

scans | YmeHue u CkaHuposaHue | ARP | Can change YmeHue ARP mabnuuypi

scans | YmeHue u CkaHuposaHue | ARP | Can delete YmeHue ARP mabnuuypi

scans | YmeHue u CkaHupoeaHue | ARP | Can view Ymernue ARP mabnuubi

scans | YuémHas 3anucsk | Can add Yuémmuas 3anuch

scans | YuémHas 3anuce | Can change YuémHas 3anuce

scans | YuémmHas 3anucek | Can delete YuémHas 3anuce

scans | YuémmHas 3anucek | Can view YyémHas 3anucbh

scans | YuémHbie 0aHHbie | LDAP | Can add Ldap credentials

scans | YuémHbie 0aHHbie | LDAP | Can change Ldap credentials

scans | YuémHbie 0aHHbie | LDAP | Can delete Ldap credentials

scans | YuémHbie 0aHHbie | LDAP | Can view Ldap credentials

scans | Ymerue u CkaHuposaHue | [lpoumeHHble nnoeu | Can add YmeHue u CkaHuposaHue | [lpoymeHHbie
noau

scans | Ymerue u CkaHuposaHue | [lpoumeHHble nnoeu | Can change YmeHue u CkaHuposaHue | [lpoymeHHble
noau

scans | Ymerue u CkaHuposaHue | lpoumeHHble noeu | Can delete Ymerue u CkaHuposaHue | [lpoymeHHbIe
noau

scans | Ymerue u CkaHuposaHue | [lpoumeHHble nnoeu | Can view YmeHue u CkaHupoegaHue | [poymeHHbIe
noau

scans | Ymerue u CkaHuposaHue | Microsoft Exchnage Tracking Log | Can add YmeHue u CkaHupoegaHue |
Microsoft Exchnage Tracking Log

scans | Ymerue u CkaHuposaHue | Microsoft Exchnage Tracking Log | Can change YmeHue u CkaHupogaHue |
Microsoft Exchnage Tracking Log

scans | Ymerue u CkaHuposaHue | Microsoft Exchnage Tracking Log | Can delete UmeHue u CkaHupogaHue |
Microsoft Exchnage Tracking Log

scans | Ymerue u CkaHuposaHue | Microsoft Exchnage Tracking Log | Can view YmeHue u CkaHupogaHue |
Microsoft Exchnage Tracking Log

scans | Ymerue u CkaHuposaHue | NMAP | Can add Nmap ckaHuposaHue

scans | Ymerue u CkaHuposaHue | NMAP | Can change Nmap ckaHuposaHue

scans | Ymerue u CkaHuposaHue | NMAP | Can delete Nmap ckaHupogaHue

scans | Ymerue u CkaHuposaHue | NMAP | Can view Nmap ckaHupogaHue

scans | Aeevm | Can add rapid agent

scans | Aeenm | Can change rapid agent

scans | AeeHnm | Can delete rapid agent

scans | AeeHm | Can view rapid agent

scans | YmeHue u CkaHuposaHue | DNS pa3peweHue e obpaHol 3oHe | Can add O6pamHsbit nouck DNS
UMEHU

scans | YmeHue u CkaHupoeaHue | DNS paspeweHue e obpaHou 3oHe | Can change O6pamHbiti nouck DNS
UMEHU

scans | YmeHue u CkaHuposaHue | DNS paspeweHue e obpaHol 3oHe | Can delete O6pamHbiti nouck DNS
UMeHU

scans | YmeHue u CkaHupoegaHue | DNS pa3peweHue 8 obpaHol 30He | Can view ObpamHbit nouck DNS
UMeHuU

scans | PacnucaHue | Can add PacniucaHue

scans | Pacnucarue | Can change PacrniucaHue

scans | PacniucaHue | Can delete PacnucaHue

scans | PacnucaHue | Can view PacrniucaHue

scans | YuémHbie daHHbie | SMB | Can add YuémHbie daHHble | SMB

scans | YuémHbie daHHble | SMB | Can change YyémHbie OaHHble | SMB

scans | YuémHbie daHHbie | SMB | Can delete YuémHbie OaHHble | SMB

scans | Yuémmnbie daHHble | SMB | Can view YuyémHbie daHHble | SMB

scans | YuémHbie daHHble | SNMPv | Can add SNMPv credential

scans | YuémHbie daHHble | SNMPv | Can change SNMPv credential

scans | YuémHble 0aHHble | SNMPv | Can delete SNMPv credential

scans | YuémHble daHHbie | SNMPv | Can view SNMPv credential

scans | YuémHble OaHHble | SSH | Can add SSH credentials

scans | YuémHble OaHHble | SSH | Can change SSH credentials

scans | YuémHbie daHHble | SSH | Can delete SSH credentials
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scans | YuémHbie 0aHHbie | SSH | Can view SSH credentials

scans | YmeHue u CkaHupoeaHue | SSH | Can add SSH ckaHupoegaHue
scans | YmeHue u CkaHupoeaHue | SSH | Can change SSH ckaHupogaHue
scans | YmeHue u CkaHupoeaHue | SSH | Can delete SSH ckaHuposaHue
scans | YmeHue u CkaHupoeaHue | SSH | Can view SSH ckaHuposaHue
scans | lNMapamempesi | Llenu | Can add Llenu

scans | lNMapamempesi | Llenu | Can change Lenu

scans | lMapamempsi | Uenu | Can delete Llenu

scans | lMapamempsi | Uenu | Can view Lenu

scans | YmeHue u CkaHuposaHue | 3adaya | Can add 3adayva

scans | YmeHue u CkaHuposaHue | 3adaya | Can change 3adayva

scans | YmeHue u CkaHupoeaHue | 3adaua | Can delete 3adayva

scans | YmeHue u CkaHupoegaHue | 3adaua | Can view 3adaya

scans | YuémHbie 0aHHbie | WMI | Can add Wmi credential

scans | YuémmHbie 0aHHbie | WMI | Can change Wmi credential

scans | YuémHbie 0aHHbie | WMI | Can delete Wmi credential

scans | YuémmHbie 0aHHbie | WMI | Can view Wmi credential

scans | YmeHue u CkaHuposaHue | WMI | Can add Wmi ckaHupoeaHue
scans | YmeHue u CkaHuposaHue | WMI | Can change Wmi ckaHuposaHue
scans | YmeHue u CkaHupoeaHue | WMI | Can delete Wmi ckaHuposaHue
scans | YmeHue u CkaHuposaHue | WMI | Can view Wmi ckaHupogaHue
sessions | ceccusi | Can add session

sessions | ceccusi | Can change session

sessions | ceccusi | Can delete session

sessions | ceccusi | Can view session

sites | catim | Can add site

sites | catim | Can change site

sites | catim | Can delete site

sites | catim | Can view site
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